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Mini-Survey

Are you using Anti-Virus in your organization today?
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Traditional AV is Not the Solution
to Endpoint Protection.

I1t’s the Problem!
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Five Fundamental Capabilities of Any Endpoint Product
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Mini-Survey

Do you know what Ransomware is?
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I have been elected to inform you that throughout your process of

collecting and executing files, you have accdientally THUCKS)

yourself over: again, that’s PHUCKED yourself over. No, it cannot

be: YES, it CAN be, a Jiriis has infected your system. Now what do

you have to say about that? HAHAHAHA. Have THUN with this one and
rememember, there is NO cure for
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WARNING
We have encrypted your files with CryptoLocker virus

Your important files {including those on the network disk(s), USB, etc): photos, videos, documents etc. were
encrypted with CryptoLocker virus. The only way to get your files back is to buy our decryption software.

Caution: Removing of CryptoLocker will not restore access to your encrypted files. The only way to save your
files is to buy a decryption software. Otherwise, your files will be lost.

Our website should also be accessible from one of these links:
http: //nnesbSujgqedvrkh. tordu.net/buy. pho?
http://nnedbSujggedvrkh.door2tor.org/buy.phy W
http:/ /nnedbSujgqedvrikh. tor2web.org/buy.php e
http: //nnesbSujgqedvrkh.onion.cab/buy.php?

Frequently Asked Questions

[+] What happened to my files ?
Understanding the issue
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CYBER
THREAT

ALLIANCE
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Palo Alto Networks
Intel Security
Symantec
Fortinet

CryptoWall v3
Investigation

Estimated Damages
Across the Globe

Victims Paid Up

Exploit Delivery

Source: http://go.paloaltonetworks.com/cryptowall
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Mini-Survey

Do you think your Anti-Virus product can prevent Ransomware attacks?
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To Prevent 1. Attack Vectors
Ransomware: 2. Delivery Methods




1. Attack Vectors
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Exploit Drive-by
Kits Attachments Downloads

« Delivery Methods
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Mini-Survey

Do you think your Anti-Virus product can block unknown malware and
unknown exploits?
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Prevention Requires a Combination of Multiple Purpose-built
Methods
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Traps Multi-Method /' -/ w=rc Prevention
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Traps Multi-Method Prevention
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Traps Kill-Points Through the Attack Life Cycle
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Next-Gen Security Platform Converts Intelligence into Prevention,
Automatically!

WILDFIRE THREAT
INTELLIGENCE CLOUD

INTELLIGENCE
COLLECTION

PREVENTION
CAPABILITIES

NEXT-GENERATION TRAPS ADVANCED

FIREWALL ENDPOINT PROTECTION
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THANK YOU



