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Impossible to pre-define all rules

Constant fear of breaches

Activities without context
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òProfessionals are target people. And any solutions will have to target the 

people problem, not the math problemò



CSI

Immediate reaction
Real-time knowledge

of all actions

Recognition

of the unusual

Norm and pattern

recognition and learning



Intervention at the most relevant 

step of the kill chain

Breach Prevention

Real-time behavior 

intelligence

Efficient forensic 

investigations

Security Operations

Comprehensive overview of 

privileged activities

Decreased cost of compliance

Compliance ROI

Policy breach & account risk 

detection

Risk Assessment

CSI



ǒIdentify malicious activity by 

detecting unusual behavior patterns

ǒ Date, time, geo, commands, keystrokes, 

mouse, peer group outliers, etc.

ǒInsider threats and hijacked 

accounts

ǒAPT Kill Chain

ǒ Intervention at the most relevant step of 

the kill chain

CSI



ǒEfficient incident response & 

forensics capabilities

ǒReal time behavior intelligence 

through alerts

ǒAutomated security reactions & 

intervention

CSI



ǒAccount and global risk estimation

ǒIdentifying account related policy 

violations

ǒIdentify the gap between the 

privileges and actual behavior
CSI



ǒComprehensive audit and review of 

application and system level access

ǒCompliance Plus ïintegrating existing 

data recorded for compliance reasons 

into CSI to unveil security risks

ǒPrioritize recorded audit trails based on 

risk

CSI



PREVENTION BY MONITORING
LETôS EXAMINE A HUMAN ATTACK!
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Privileged User

User Profiles
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ÅHost login
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ÅPeer groups
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ǒMonitor user activity

ǒBaseline business-as-usual using 

machine learning

ǒDiscover unknown threats based on 

deviation from the norm and risk in 

real-time

ǒInvestigate and respond immediately

Access

Controls 

& Policies
CSI



ÞInstant access to activity data in 
forensic situations.

ÞActivity & log data collection
across the entire enterprise

ÞTransparent session monitoring
with agentless deployment

ÞReal-time data delivery
for analytics and investigation

ÞFiltering, normalization and 
enrichment

Vast amount of data Understanding the situation

28

Enriched Data Platform

ÞIntegrate contextual information 

into a single profile

ÞDrill down into CSI.DATA for 

deeper understanding

ÞVideo replay & search in user 

recordings

ÞVisualize normal behaviour

ÞMachine learning of activities

ÞAnomaly Detection

ÞReal-time intervention

ÞRisk scoring and alerting

The User Perspective Behavioural Analytics
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CSI.DATA CSI.USER CSI.RISK

Not asked and not known






