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In 2009 there were

2,361,414

new piece of- malware created.

IN"2015 that number was

430,555,582

1 Millien 148 Theusand

a day.
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Zero-Day Vulnerabilities
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Hackers Unleash Trove of Data from Hacking Team

* HackingTeam (HT) had zero days in Adobe Flash, Internet Explorer and Microsoft Windows

CVE-2015-5119 Adobe Flash July 7 July 8

CVE-2015-5122 Adobe Flash July 10 July 14

CVE-2015-5123 Adobe Flash July 10 July 14

CVE-2015-2425 Internet Explorer July 14 July 14

CVE-2015-2426 Microsoft Windows July 20 July 20

CVE-2015-2387 Microsoft Windows July 8 July 14
-~ _— Ay
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Targeted Attack Campaigns
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55% Increase
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Spear-Phishing Attacks by Size of Targeted Organization
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Total Identities Exposed
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Mega Breaches 2015
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FAKE AV LOCKER RANSOMWARE CRYPTO RANSOMWARE

2005-2009 2010-2011 2014-2015

”FIX” IICLEAN” "FINE” llFEE"
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'-!!!!lﬁ&é‘ase in Crypto-Ransomware Attacks - ——
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[# Security Response Blog

v sSymantec Official Blog

Technical Support Phone Scams
Orta Cox i}
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Action Required

10'8446
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Zero-Day Vulnerabilities
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Butterfly — Command & Control Operations
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Tech Support Scams — Outbound Call Centers (Boiler Rooms) to Support
- the Scam e
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TeslaCrypt Ransomware — Technical Support Available
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When Cyber Criminals

, Write Documentation and

You Know its a Profession
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