
Copyright 2016, Symantec Corporation 

Davor Kodrnja
Regional Sales Manager SEE

2016 Internet Security Threat Report Volume 21 8



Copyright 2016, Symantec Corporation 

In 2009 there were 

2,361,414
new piece of malware created.

That’s 

1 Million 179 Thousand
a day.

In 2015 that number was

430,555,582
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1. Zero-Days 
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Hackers Unleash Trove of Data from Hacking Team

• HackingTeam (HT) had zero days in Adobe Flash, Internet Explorer and Microsoft Windows

CVE Affected Product First Notice Patch Date

CVE-2015-5119 Adobe Flash July 7 July 8
CVE-2015-5122 Adobe Flash July 10 July 14
CVE-2015-5123 Adobe Flash July 10 July 14
CVE-2015-2425 Internet Explorer July 14 July 14
CVE-2015-2426 Microsoft Windows July 20 July 20
CVE-2015-2387 Microsoft Windows July 8 July 14
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2. Targeted Attacks
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2012 2013 2014

• Recipients per 
Campaign

• Average Number 
of Email Attacks 
Per Campaign

• Campaigns
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Org
Size

2015 
Risk Ratio

2015 
Risk Ratio as 
Percentage

Attacks
per Org

Large 
Enterprises

2,500+ 
Employees

1 in 2.7 38% 3.6

Medium 
Business

251–2,500
Employees

1 in 6.8 15% 2.2

Small 
Business

(SMB) 
1–250

Employees

1 in 40.5 3% 2.1

Spear-Phishing Attacks by Size of Targeted Organization 
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3. Breaches
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Total Identities Exposed

+23%

500

+30%

ESTIMATED
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Mega Breaches 2015
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4. Vulnerabilities
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5. Ransomware
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CRYPTO RANSOMWARE

“FEE”

LOCKER RANSOMWARE

“FINE”

FAKE AV

“CLEAN”

MISLEADING APP

“FIX”

2014-20152012-20132010-2011

Evolution path

2005-2009
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35% Increase in Crypto-Ransomware Attacks
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35%
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6. Consumer Scams
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Blocked Tech Support Scams

16 
Million
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7. Professionalization of Cyber Crime
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Butterfly – Command & Control Operations

Mail Server
Content

Management 
Systems

C&C
Server

C&C
Server

C&C
Server
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Hacktool.MultiPurpose
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Tech Support Scams – Outbound Call Centers (Boiler Rooms) to Support 
the Scam

Hello sir,
Your computer is infected. 
Please purchase a support 
plan for $75 so we can help 
you…
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TeslaCrypt Ransomware – Technical Support Available
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Dridex Gang - Number of Known Spam Runs Per Day 
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When Cyber Criminals 

Work in Call Centers, Write Documentation and Take 
the Weekends Off 

You Know its a Profession
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